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Introduction
Mobile communications technology has been developing very quickly, as well as the development of service features that support the Global System for Mobile Communications (GSM). One service offered is MMS (Multimedia Messaging Service) which is the development of SMS (Short Message Service) which allows for the delivery of image data.
The message's sent via MMS media does not directly reach the receiver, but through the server of mobile operator. In its implementation, even there are encryption engines in the cellular network architecture, but the operator as an MMS service provider can still find the content of messages sent by the customer. Other problems arise from the occurrence of human error is an error writing the message destination number. These things cause lack of ISSN: 1693-6930 TELKOMNIKA Vol. 10, No. 4, December 2012: 815 -824 816 confidentiality of the messages. So, it required a security system to protect data transmitted over a communications network by using cryptographic techniques.
However, encryption can't prevent the interception and modification of data on communication channels. Encryption is not capable to protect confidential communications from the audience (eavesdropper) to extract confidential data [1] . On the other hand, mobile devices has a number of limitations, including small memory, limited computing power and diversity of platforms so that the necessary of proper design in order to ensure compatibility and interoperability of the various devices. Computational complexity becomes an important concern in the development of cryptographic techniques in the middle of the limited bandwidth in wireless networking, limitations of processors, memory, and time. Therefore, we need tradeoff between speed, safety, and flexibility [2] .
In line with the increase in importance of encryption, many methods are found and expanded its use. Among these methods there is a method that requires only simple mathematical operations, but also there is a method which involves the theory of complex and difficult implementation. Some research has been done to obtain a reliable algorithm to secure digital image by several researchers [1] [2] [3] [4] [5] [6] [7] [8] [9] , but the digital image encoding which implemented on cell phones are still very few. Research on digital image and its application also has been widely applied, for example by [10] [11] [12] .
This study aims to get the digital image encryption algorithm with a simple but secure process, fast and efficient computing resources. The algorithms developed in this study were super-encryption algorithm that combines two of cipher called Playfair cipher and the Vigenere cipher. The selection of algorithm is due to Super Encryption does not require a lot of resources, making it suitable for application on mobile phones that have limited memory capacity. To enhance security, the key generation process modifications done on the Vigenere cipher using keystream generator concept with vigenere key value early taken from the key of Playfair corresponds to the value at position (1, 1).
The Proposed Algorithm 2.1 . Encryption Process
The proposed encryption process can be seen in Figure 1 . The key that kept secret and has been agreed between the sender and the recipient is used for encryption using the Playfair cipher as described in the Playfair cipher algorithm. Vigenere cipher can still be solved by the method of exhaustive search when the key length is known as the next key is the repetition of the key when the key length is not equal to the length of plaintext. To overcome these drawbacks, the method used to randomize the sequence of next key using keystream generators. The formula used to generate a key using the i-th keystream is [3] : While the key used for encryption using vigenere cipher generated from keys along the next n +1 to n keys with key m x n using the keystream generator in equation (1) . Image encryption steps as follows: (i) Select the Playfair key agreed between the sender and the recipient.
(ii) Generating vigenere key with steps:
a. Take the value of playfair key element of the matrix at position (1,1), e.g. is worth 82. b. Playfair key along 82 elements drawn from Playfair key element of the position (1,1) to position (5, 2) . Key value at position 83 to the n -th (n = number of rows * number of columns of the matrix image that will be encrypted) generated by the method of keystream generators in equation (1). (iii) Insert the image that will be encrypted (iv) Perform a color transformation to separate the RGB color (for color images) into 3 pieces of matrix ( Figure 1 ). For grayscale images do not need the color transformation. (v) Perform encryption using a vigenere key for each color component matrix (vi) The results of step 5 encrypted using the vigenere encryption algorithm performed using the Playfair key. (vii) The vector result of encryption is returned as the value using the RGB color transformation in order to produce a new image that has been encoded as shown in Figure 1 .
. Decryption Process
Decryption process performed in this study can be seen in Figure 2 . Image decryption steps as follows: (i) Insert the image that will be decrypted (ii) Select a key that will be used to decrypt the image using the method of Playfair, then generate a key to decrypt the image using the method of vigenere on image in the same way with the encryption process. (iii) Perform color transformation so that the RGB color components of the image that has been encoded separated as in the encryption process (iv) Perform decryption process using Playfair method with similar step in the encryption process for each color matrix. (v) Furthermore, each color component of the ciphertext results of decryption process performed by Playfair method decrypted using vigenere cipher, in ways ciphertext decryption results using vigenere method subtracted with a vigenere key by using the concept of reduction modulo 256 for all color matrix.
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(vi) Vector of the decryption result is returned as the value of RGB using the color transformation to produce the same image with the original image.
Research Method
This study is generally divided into two phases. The first stage is the design and analysis of the proposed encryption algorithm. Algorithm analysis was performed using Matlab software. The second stage is the encryption algorithm implementation on mobile phones using the JME programming language.
Super Encryption is one of the character-based cryptography that combines two ciphers. It aims to gain a stronger cipher so it is not easy to solve, and also to address the use of a single cipher which comparatively weak. In this study, the process of encryption and decryption on both Vigenere ciphers and Playfair cipher were performed with one-time process for each cipher.
To determine whether the proposed encryption algorithm is safe enough to be implemented, performed analysis and testing of the encryption algorithm uses several parameters, namely:
Correlation
Calculation of correlation and entropy performed to assess the quality of the image of the encryption. The lower correlation between pixels and the higher of entropy value, so that the encryption system can be said to be safe. To calculate the correlations used the formula [2] , [5] : 
Entropy
Information theory is a mathematical theory of data communication data presented by Shannon in 1949 [13] . Modern information theory matter in terms of error correction, data compression, cryptography, and communication systems. Entropy of a message can be calculated by the formula [5] :
where:
H e : entropy G : gray value of the image (0..255) P(k)
: incidence probability of k symbol Practically, if an information is encrypted and in scrambled conditions, the ideal entropy value is 7.99902 (≈ 8). Thus the encryption system designed safe from entropy attack. However, if the entropy value is smaller than 8, it can be said still be able to guess the encryption system [2] . 
Histogram Analysis
Color histogram analysis technique is used to view the suitability of the color distribution between plain image and cipher image. If the histogram value has a significant distribution of diversity of cipher image and also have significant differences with plain image histogram, it can be said that cipher image does not give any clues to perform statistical attack on the encryption algorithm.
Quality of Encryption
Measurement of the encryption quality is done by comparing the pixel values before and after the encrypted image. The higher rate of change of pixels, then the image encryption is said to be more effective and more secure [1] , [2] , [5] . The size of the encryption quality is expressed as the deviation between the plain image and cipher image. Encryption quality represents the average number of changes per degree of gray. To measure the quality of the encryption used the formula: [1] , [2] . 
Results and Discussion
To determine the strength of the proposed algorithms, perform by testing and analysis on some examples of images by using a few parameters that have been described in section 3 using Matlab application. Testing was also conducted on cell phones to find out compatibility, memory requirements and speed of encryption and decryption process.
Visual Test and Historam Analysis
From the results of visual testing of two different groups of image brightness level and image contrast level using the same key, can be seen in Table 1 . Table 1 shows that the original image can not be seen after the encryption process. The results showed that randomization of color and changes of color intensity are significant. These indicate that the encryption process works well for all groups tested image.
Color histogram analysis is used to view the suitability of the color distribution between plain image and cipher image. The results are shown in Table 2 and 3. Based on visual observation of the plain image and cipher image histogram looks to have the significant diversity and differences distribution with his plain image histogram. Visual test results on the cipher image histogram are also shown the frequency of occurrence of each image intensity values evenly. This suggests that the encryption algorithm used can not provide any clues to do statistical attack by kriptanalysis.
Statistical Tests
Statistical tests used to measure whether the proposed encryption algorithm is safe enough to be implemented on cell phone. Parameters of statistical tests used for testing are correlation, entropy, quality of encryption, and processing time. Results of statistical tests can be seen in Table 4 . Table 4 shows the average value for the two groups of the tested images that the average value of entropy (He) was 7.9984. Based on the theory advanced by Jolfae and Mirghadri [7] that if information is encrypted and scrambled so the ideal entropy value is ≈ 8. Based on that theory, the proposed encryption algorithm is said to be secure from entropy attack or difficult to guess by kriptanalysis because its value is Table 4 shows that the average value of correlation between plain image and cipher image is 0.000254. Since the average correlation value close to zero then the connectedness between plain image and cipher image does not exist. This indicates that the proposed encryption system according to the theory of perfect secrecy suggested by Shannon, i.e the lower correlation between pixels and the higher of entropy value, so that the encryption system is said to be secure [9] . To measure the quality of image encryption is done by comparing the pixel values before and after encrypted, expressed as a deviation between the plain image and cipher image [1] . From the results obtained by testing two groups of image, average quality of the encryption is 655.7976. Table 4 also shows that the value of encryption quality is high enough which means that its rate of pixels change were high enough so that these systems can be effective and safe. The ISSN: 1693-6930 results graph of statistical tests which include Histogram Equalization (He), Encryption Quality (Eq), and Image Correlation (Ic) is presented in Figure 3 . From Table 5 shows that the comparison between the three quality encryption algorithm, which are super encryption algorithm, Playfaircipher, and cipher vigenere relatively the same. Although the quality of the super encryption and vigenere cipher relatively the same, but the level of difficulty to break the encryption becomes increasingly difficult. This was caused by a key randomization using keystream generator.
The next test results are shown in Table 6 , which shows a comparison of the encryption quality using super encryption algorithm, by changing the key length. Test results on eight images with a variety of key length suggests that the key length has no significant effect on the quality of encryption. The same relative quality caused by the use of keystream generator to randomize the encryption key. So that regardless of the length of the key, the result will be very random. The best results were obtained on 128 key lengths.
Testing on Cell Phone
The results of the testing process of encryption and decryption on a cellular phone is shown in Table 5 . From Table 5 note the average time for image encryption is 3763.74 milli seconds (≈ 3.76 seconds). While the average time for decryption was 971.625 milliseconds (≈ 0.97 seconds). Graph of encryption and decryption process time in detail is presented in Figure 7 . From these results it can be stated that the algorithm is quite effective for the encoding of color image data and can be implemented on mobile phones with Symbian operating system because it does not require a long processing time.
Conclusion
The test results show to color randomization and color intensity plain image and cipher image the proposed encryption algorithm to 8 which average is 7.9984. and cipher image is 0.000254. the theory of perfect secrecy zero. The average quality of the is high enough so that this system
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